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Data Security Advisory Committee

The Data Security Advisory Committee (DSAC) provides

gwdonce to the Texas education communities,

1g collaboration and communication regarding
esources which can be
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Online resources
FOR YOUR CLASSROOM

Find engaging, TEXSaligned resources that you can use
with your students as part of dlassroom INstruction,

Intervention, acceleration, or additional practice.
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9 Who's behind the breaches?

75% I

perpetrated by outsiders.

25% I

involved internal actors.

182 I
conducted by state-affiliated actors.

3% N
featured multiple parties.

2% |1
involved partners.

512 I

involved organized criminal groups.

SOURCE: Verizon 2017 DEBIR




In the Public sector — For the 2017
report, 40% of the data breaches (96 of
9 total) involved internal actors.

SOURCE: Verizon 2017 DBIR



Why would schools be a target?




"If bad actors can access student [personal data], that
Information can be exploited for the purpose of fraud
and committing crimes for years before it is detected."

ating officer of the Global



Students:

FERPA (20 U.S.C. 1232¢; 34 C.F.R. 99.3) defines “personally identifiable information” to
include the student’s name, the name of the student’s parent or other family members,
the address of the student or student’s family, a personal identifier (SSN, student
number, biometric record), other indirect identifiers (DOB, place of birth, mother’s
maiden name), or other information that alone or in combination is linked or linkable to
a specific student that would allow a reasonable person in the school community to
identify the student with reasonable certainty.

icable to personally identifiable information contained in education
i ns those records, files, documents, and other
tudent and are maintained by



Students Continued:

FERPA and section 26.013 of the Texas Education Code address “directory
information.” A school district is permitted to designate certain information about
students as directory information that is publicly available. However, a parent or
eligible student must be given the opportunity to opt out of directory
information. Directory information may include the student’s name, address,
telephone number, email address, photograph, date and place of birth, grade
level, enrollment status, dates of attendance, participation in recognized
activities and sports, and honors and awards received.

the results of individual student performance on
confidential and may be released
nce data must



Educators/District Employees:

Section 21.0481 of the Education Code provides the results (numerical score and
pass/fail) of educator certification examinations are confidential.

Section 21.355 of the Education Code states a document evaluating the performance
of a teacher or administrator is confidential.

Section 22.08391 of the Education Code provides criminal history record information
must not be disclosed except under certain circumstances.

f the Government Code provides the home address and phone
lon, social securlty number, or information
excluded from public




Educators/District Employees continued:

Section 552.126 of the Government Code provides the name of an applicant for the
position of superintendent of a school district is excluded from public disclosure,
except the board of trustees must give public notice of the name(s) of the finalists
being considered at least 21 days before the date of the meeting at which final
action or vote is to be taken on the employment of the person.

Section 552.135 of the Government Code provides an informer’s name or information
that would substantially reveal the identity of an informer is excluded from public
disclosure. “Informer” is defined as a student or former student or an employee or
er employee of a school district who has furnished a report of another

ible violation of criminal, civil, or regulatory law to the
ment authority.




Information regarding Cybersecurity Posture

Sec. 552.139. EXCEPTION: CONFIDENTIALITY OF GOVERNMENT INFORMATION
RELATED TO SECURITY OR INFRASTRUCTURE ISSUES FOR COMPUTERS. (a)
Information is excepted from the requirements of Section 552.021 if it is information
that relates to computer network security, to restricted information under Section
2059.055, or to the design, operation, or defense of a computer network.

(b) The following information is confidential:

(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing operations, a

a computer program, network, system, or system interface, or software
contractor of a governmental body is vulnerable
ment of the extent to which the



http://www.statutes.legis.state.tx.us/GetStatute.aspx?Code=GV&Value=552.021
http://www.statutes.legis.state.tx.us/GetStatute.aspx?Code=GV&Value=2059.055

Texas Protective Requirements

Texas Business Code

Sec. 521.052. BUSINESS DUTY TO PROTECT SENSITIVE PERSONAL INFORMATION. (a) A
business shall implement and maintain reasonable procedures, including taking any
appropriate corrective action, to protect from unlawful use or disclosure any sensitive
personal information collected or maintained by the business in the regular course of




Breach Notification Requirements

Texas Business Code

Sec. 521.053. NOTIFICATION REQUIRED FOLLOWING BREACH OF SECURITY OF
COMPUTERIZED DATA. (a) In this section, "breach of system security” means
unauthorized acquisition of computerized data that compromises the security,
confidentiality, or integrity of sensitive personal information maintained by a person,
including data that is encrypted if the person accessing the data has the key required
to decrypt the data. Good faith acquisition of sensitive personal information by an employee
or agent of the person for the purposes of the person is not a breach of system security
unless the person uses or discloses the sensitive personal information in an unauthorized
manner. (b) A person who conducts business in this state and owns or licenses

hat includes sensmve personal information shall disclose any

ring or receiving notification of the breach, to
IS reasonably belleved to




“You can outsource everything, except responsibility.”




2017 U.S. cost per record breached, per research conducted by the
Ponemon Institute.

$265.00

Ide engaging forensic experts, outsourcing hotline support
iptions and discounts for future
igations and

.
~ N



What should be included in a successful Cybersecurity Awareness Training program?

« Social Engineering
« Email, Phishing, & Messaging
* Browsing
« Social Networks
Mobile Device Security




What should be included in a successful Privacy Awareness Training program?

« Family Educational Rights and Privacy Act (FERPA)
* Privacy

nd Data Destruction



Who should receive the Cybersecurity/Privacy Awareness Training?
Everyone who may have access to Sensitive Information

« Administration




When should they have Cybersecurity/Privacy Awareness Training?

 New employee orientation briefing
« Online training completed within 30 days from start date
nereafter




Components of a successful Cybersecurity/Privacy Awareness
Program

« New Employee Orientation Briefing
« Computer based training
nstructor lead training




Security Awareness Vendors:
Secure the Human

Knowbe4

Wombat

Free Cybersecurity Training

brary.it


https://www.cybrary.it/
https://edutrainingcenter.withgoogle.com/digital_citizenship/preview
https://beinternetawesome.withgoogle.com/

Questions?




