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Data Security Advisory Committee

The Data Security Advisory Committee (DSAC) provides

guidance to the Texas education communities,

izi ollaboration and communication regarding
asources which can be
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Wireless Infrastructure
Mobile Devices




Basic Information Security Concepts

e Confidentiality

AY A




Basic Communications Issues

e Content Privacy
ocation Privacy

~ al a

ender and recipient



Basic Objects to Protect

e [nformation
e Meta-data




Basic Elements

e Hardware
e Operating Systems
Applications




Wireless Infrastructure
2 or 3 unique wireless networks

a



Mobile Devices

 Laptops




WHAT IS STORED ON YOUR MOBILE
DEVICE THAT YOU DON'T WANT OTHERS
TO SEE?

Files on your memory card
Contacts

SMS messages




MOBILE DEVICE VULNERABILITIES

- Physical access.
- Social engineering.
"Rooted" or "jailbroken" devices.

- Bluetooth, Wi-Fi, infrared, or other short range wireless connectivity.

« Emall.
. SMS.




MOBILE VULNERABILITY MITIGATION

- Mobile device management

- Remote wipe, remote lock, and the GPS location services in case device is lost or
stolen

- Anti-malware and endpoint protection (personal firewall)
- Secure connection (VPN) to the workplace
- Strong authentication

- Digitally signed third-party software

ata from work data



MOBILE DEVICE MANAGEMENT

- Device provisioning in enterprise including enrollment and authentication
- Remote device lock or wipe

- Account management

- Turn on/off device features

- GPS, Wi-Fi, and cellular device location

ftware deployment




Laptops

Whole Disk Encryption




Tablets

ncryption




Smart Phones

Encryption

* iIPhone - encrypted by default when using passcode

easy to implement via the Settings under



USB Drives

Encryption

e Microsoft — BitLocker can encrypt USB drives

an encrypt USB drives— be sure to backup



Questions?
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