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The Data Security Advisory Committee (DSAC) provides 
guidance to the Texas education communities, 
maximizing collaboration and communication regarding 
information security issues and resources which can be 
utilized within the educational communities served.

Data Security Advisory Committee 

The DSAC is currently comprised of representatives from 
school districts, ESCs, TEA and the private sector.



Texas Gateway 
https://www.texasgateway.org/

Cybersecurity Tips and Tools

https://www.texasgateway.org/




(1) “ Breach of system security" means an incident in which student 
information that is sensitive, protected, or confidential, as provided by 
state or federal law, is stolen or copied, transmitted, viewed, or used by a 
person unauthorized to engage in that action.

(2) "Cyber attack" means an attempt to damage, disrupt, or gain 
unauthorized access to a computer, computer network, or computer 
system. 

(3) "Cybersecurity" means the measures taken to protect a computer, 
computer network, or computer system against unauthorized use or 
access.

SB 820



(b) Each school district shall adopt a cybersecurity policy to: 
 (1) Secure district cyberinfrastructure against cyber-attacks and other 

cybersecurity incidents 
 (2) Determine cybersecurity risk and implement mitigation planning.

(c) School district’s cybersecurity policy may not conflict with the 
information security standards for institutions of higher education 
adopted by the Department of Information Resources under Chapters 
2054 and 2059, Government Code. (Texas Cybersecurity Framework)

SB 820



SB 820
Texas Cybersecurity Framework

Five NIST Functions
 Identify
 Protect
 Detect
 Respond
 Recover



SB 820
 Identify

1. Identify - Privacy & Confidentiality
100

2. Identify - Data Classification 25 75

Security Objective 0 1 2  3 4 5

Level 0
Non-Existent -- There is no evidence of the organization meeting the 
objective.

Level 1
Initial -- The organization has an ad hoc, inconsistent, or reactive 
approach to meeting the objective.

Level 2

Repeatable -- The organization has a consistent overall approach to 
meeting the objective, but it is still mostly reactive and undocumented.  
The organization does not routinely measure or enforce policy 
compliance.

Level 3 
Defined -- The organization has a documented, detailed approach to 
meeting the objective, and regularly measures its compliance.

Level 4

Managed -- The organization uses an established risk management 
framework to measure and evaluate risk and integrate improvements 
beyond the requirements of applicable regulations.

Level 5

Optimized -- The organization has refined its standards and practices 
focusing on ways to improve its capabilities in the most efficient and 
cost-effective manner.



Roadmap



SB 820
 Protect

Level 0
Non-Existent -- There is no evidence of the organization meeting the 
objective.

Level 1
Initial -- The organization has an ad hoc, inconsistent, or reactive 
approach to meeting the objective.

Level 2

Repeatable -- The organization has a consistent overall approach to 
meeting the objective, but it is still mostly reactive and undocumented.  
The organization does not routinely measure or enforce policy 
compliance.

Level 3 
Defined -- The organization has a documented, detailed approach to 
meeting the objective, and regularly measures its compliance.

Level 4

Managed -- The organization uses an established risk management 
framework to measure and evaluate risk and integrate improvements 
beyond the requirements of applicable regulations.

Level 5

Optimized -- The organization has refined its standards and practices 
focusing on ways to improve its capabilities in the most efficient and 
cost-effective manner.

14. Protect - Security Awareness Training

100
25. Protect – Access Control 25 75

Security Objective 0 1 2  3 4 5



Roadmap



SB 820
 Detect

Level 0
Non-Existent -- There is no evidence of the organization meeting the 
objective.

Level 1
Initial -- The organization has an ad hoc, inconsistent, or reactive 
approach to meeting the objective.

Level 2

Repeatable -- The organization has a consistent overall approach to 
meeting the objective, but it is still mostly reactive and undocumented.  
The organization does not routinely measure or enforce policy 
compliance.

Level 3 
Defined -- The organization has a documented, detailed approach to 
meeting the objective, and regularly measures its compliance.

Level 4

Managed -- The organization uses an established risk management 
framework to measure and evaluate risk and integrate improvements 
beyond the requirements of applicable regulations.

Level 5

Optimized -- The organization has refined its standards and practices 
focusing on ways to improve its capabilities in the most efficient and 
cost-effective manner.

35. Detect – Vulnerability Assessment
100

36. Detect – Malware Protection 100

Security Objective 0 1 2  3 4 5



Roadmap



Security Objective 0 1 2   3 4 5

SB 820
 Respond

Level 0
Non-Existent -- There is no evidence of the organization meeting the 
objective.

Level 1
Initial -- The organization has an ad hoc, inconsistent, or reactive 
approach to meeting the objective.

Level 2

Repeatable -- The organization has a consistent overall approach to 
meeting the objective, but it is still mostly reactive and undocumented.  
The organization does not routinely measure or enforce policy 
compliance.

Level 3 
Defined -- The organization has a documented, detailed approach to 
meeting the objective, and regularly measures its compliance.

Level 4

Managed -- The organization uses an established risk management 
framework to measure and evaluate risk and integrate improvements 
beyond the requirements of applicable regulations.

Level 5

Optimized -- The organization has refined its standards and practices 
focusing on ways to improve its capabilities in the most efficient and 
cost-effective manner.

38. Respond – Cyber-Security Incident Response
100

39. Respond – Privacy Incident Response 100



Roadmap



SB 820
 Recover

Security Objective 0 1 2  3 4 5

40. Recover- Disaster Recovery Plan 100

Level 0
Non-Existent -- There is no evidence of the organization meeting the 
objective.

Level 1
Initial -- The organization has an ad hoc, inconsistent, or reactive 
approach to meeting the objective.

Level 2

Repeatable -- The organization has a consistent overall approach to 
meeting the objective, but it is still mostly reactive and undocumented.  
The organization does not routinely measure or enforce policy 
compliance.

Level 3 
Defined -- The organization has a documented, detailed approach to 
meeting the objective, and regularly measures its compliance.

Level 4

Managed -- The organization uses an established risk management 
framework to measure and evaluate risk and integrate improvements 
beyond the requirements of applicable regulations.

Level 5

Optimized -- The organization has refined its standards and practices 
focusing on ways to improve its capabilities in the most efficient and 
cost-effective manner.



Roadmap



SB 820
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1. IDENTIFY - PRIVACY & CONFIDENTIALITY
2. IDENTIFY - DATA CLASSIFICATION

3. IDENTIFY - CRITICAL INFORMATION ASSET INVENTORY
4. IDENTIFY - ENTERPRISE SECURITY POLICY, STANDARDS AND …

5. IDENTIFY - CONTROL OVERSIGHT AND SAFEGUARD …
6. IDENTIFY - INFORMATION SECURITY RISK MANAGEMENT

7. IDENTIFY - SECURITY OVERSIGHT AND GOVERNANCE
8. IDENTIFY - SECURITY COMPLIANCE AND REGULATORY …

9. IDENTIFY - CLOUD USAGE AND SECURITY
10. IDENTIFY - SECURITY ASSESSMENT AND AUTHORIZATION / …

11. IDENTIFY - EXTERNAL VENDORS AND THIRD PARTY PROVIDERS
12. PROTECT - ENTERPRISE ARCHITECTURE, ROADMAP & …

13. PROTECT - SECURE SYSTEM SERVICES, ACQUISITION AND …
14. PROTECT - SECURITY AWARENESS AND TRAINING
15. PROTECT - PRIVACY AWARENESS AND TRAINING

16. PROTECT - CRYPTOGRAPHY
17. PROTECT - SECURE CONFIGURATION MANAGEMENT

18. PROTECT - CHANGE MANAGEMENT
19. PROTECT - CONTINGENCY PLANNING

20. PROTECT - MEDIA
21. PROTECT - PHYSICAL AND ENVIRONMENTAL PROTECTION

22. PROTECT - PERSONNEL SECURITY
23. PROTECT - THIRD-PARTY PERSONNEL SECURITY

24. PROTECT - SYSTEM CONFIGURATION HARDENING & PATCH …
25. PROTECT - ACCESS CONTROL

26. PROTECT - ACCOUNT MANAGEMENT
27. PROTECT - SECURITY SYSTEMS MANAGEMENT

28. PROTECT - NETWORK ACCESS AND PERIMETER CONTROLS
29. PROTECT - INTERNET CONTENT FILTERING

30. PROTECT - DATA LOSS PREVENTION100
31. PROTECT - IDENTIFICATION & AUTHENTICATION

32. PROTECT - SPAM FILTERING
33. PROTECT - PORTABLE & REMOTE COMPUTING

34. PROTECT - SYSTEM COMMUNICATIONS PROTECTION
35. DETECT - VULNERABILITY ASSESSMENT

36. DETECT - MALWARE PROTECTION
37. DETECT - SECURITY MONITORING AND EVENT ANALYSIS

38. RESPOND - CYBER-SECURITY INCIDENT RESPONSE
39. RESPOND - PRIVACY INCIDENT RESPONSE

40. RECOVER - DISASTER RECOVERY PROCEDURES
OVERALL

Texas Cybersecurity Framework Sample 2019
Red Line Indicates Due Diligence 3.25 Monitoring Stage



(d) The superintendent of each school district shall designate a 
cybersecurity coordinator to serve as a liaison between the district 
and the agency in cybersecurity matters. 
(e) The district ’s cybersecurity coordinator shall report to the 
agency any cyber-attack or other cybersecurity incident against the 
district cyberinfrastructure that constitutes a breach of system 
security as soon as practicable after the discovery of the attack or 
incident.

SB 820

(1) “ Breach of system security" means an incident in which student information that 
is sensitive, protected, or confidential, as provided by state or federal law, is stolen or 
copied, transmitted, viewed, or used by a person unauthorized to engage in that 
action.



(f) The district ’s cybersecurity coordinator shall provide notice to a 
parent of or person standing in parental relation to a student enrolled in 
the district of an attack or incident for which a report is required under 
Subsection (e) involving the student ’s information.

SB 820

This Act takes effect September 1, 2019.



Relating to a requirement that a school district adopt a cybersecurity policy.

How will school districts report their liaison to TEA?
* Via AskTed: The role of Cybersecurity Coordinator will be added to the 

application where superintendents or their designee will be able to assign the 
designated individual to this role. 

How will school district’s Cybersecurity Coordinator report incidents to TEA?
* TEA has setup a special email to receive incident reports

cybersecurity@tea.texas.gov

SB 820








HB 3834

Sec. 2054.519. STATE CERTIFIED CYBERSECURITY TRAINING PROGRAMS
DIR, in consultation with the cybersecurity council established under Section 
2054.512 and industry stakeholders, shall annually certify at least five 
cybersecurity training programs for state and local government employees.

SECTION 1. The heading to Subchapter N-1, Chapter 2054, 
Government Code, is amended to read as follows:



Government Code Title 10 Chapter Section 2054.003. DEFINITIONS.
(9) "Local government" means a county, municipality, special district, 
school district, junior college district, or other political subdivision of the 
state.

HB 3834



Sec. 2054.5191. CYBERSECURITY TRAINING REQUIRED: 
CERTAIN EMPLOYEES.

(a-1) At least once each year, a local government shall identify local 
government employees who have access to a local government 
computer system or database and require those employees and elected 
officials of the local government to complete a cybersecurity training 
program certified under Section 2054.519 or offered under Section 
2054.519(f).

HB 3834



HB 3834

(b) The governing body of a local government may select the most
appropriate cybersecurity training program certified under Section
2054.519 or offered under Section 2054.519(f) for employees of the
local government to complete. The governing body shall:
(1) verify and report on the completion of a cybersecurity training
program by employees of the local government to the department
(DIR); and

(2) require periodic audits to ensure compliance with this section.

 If this Act does not receive the vote necessary for immediate effect, this Act takes effect

September 1, 2019.



Questions?
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