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Data Security Advisory Committee

The Data Security Advisory Committee (DSAC) provides

guidance to the Texas education communities,

izi ollaboration and communication regarding
asources which can be
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Confidentiality Provisions Applicable to School Districts and Charters

Students:

FERPA (20 U.S.C. 1232g; 34 C.F.R. 99.3) defines “personally identifiable information” to include the student’s name,
the name of the student’s parent or other family members, the address of the student or student’s family, a personal
identifier (SSN, student number, biometric record), other indirect identifiers (DOB, place of birth, mother’s maiden
name), or other information that alone or in combination is linked or linkable to a specific student that would allow a
reasonable person in the school community to identify the student with reasonable certainty.

FERPA is applicable to personally identifiable information contained in education records. “Education records”
means those records, files, documents, and other materials that contain information directly related to a student and
are maintained by an educational agency or institution.

FERPA and section 26.013 of the Texas Education Code address “directory information.” A school districtis
permitted to designate certain information about students as directory information that is publicly

vailable. However a parent or eligible student must be given the opportunity to opt out of directory

mformatlon may include the student’s name, address, telephone number, email address,
level, enrollment status, dates of attendance, participation in recognized

uments are



Confidentiality Provisions Applicable to School Districts and Charters

Educators/District Employees:

Education Code Section 21.0481 provides the results (numerical score and pass/fail) of educator
certification examinations are confidential.

Education Code Section 21.355 states a document evaluating the performance of a teacher or
administrator is confidential.

lon Code Section 22.08391 provides criminal history record information must not be
ain circumstances.

one number, emergency
individual



Confidentiality Provisions Applicable to School Districts and Charters

Educators/District Employees:

Government Code Section 552.126 provides the name of an applicant for the position of
superintendent of a school district is excepted from public disclosure, except the board of
trustees must give public notice of the name(s) of the finalists being considered at least 21 days
before the date of the meeting at which final action or vote is to be taken on the employment of

the person.

Government Code Section 552.1 provides an informer’s name or information that would

substantially reveal the identity of an informer is excepted from public disclosure. “Informer” is

ined as a student or former student or an employee or former employee of a school district

t of another person’s or persons’ possible violation of criminal, civil, or
r regulatory enforcement authority.




Breach Notice Criteria
Texas Business and Commerce Code Ch. 521, 8521.053

Report any breach of system security, after discovering or receiving
notification of the breach to any individual whose personal identifying
easonably believed to have been, acquired by

a Aaya



http://www.statutes.legis.state.tx.us/Docs/BC/htm/BC.521.htm#521.053

LIFE CYCLE OF A BREACH

Discovery

Assemble Internal Response Team (potentially lead by 3 party vendor)
Internal Notification

Investigate and Remediate (potentially lead by 3 party vendor)
Contact authorities on a need to know basis

Employ vendors such as forensics, data breach resolution law and PR firms as needed
ially lead by 3 party vendor)

lon services for affected

on contract



Panicking won’t get you anywhere once you've
discovered a data breach. Accept that it has happened
and immediately begin following your documented




FIRST 24 HOUR CHECK LIST

0 Record the date and time when the breach was discovered, as well as the
current date and time when response efforts begin, i.e. when someone on the
response team is alerted to the breach.

o Alert and activate everyone on the response team, including external
resources, to begin executing your preparedness plan.

0 Secure the premises around the area where the data breach occurred to help

preserve evidence.

Stop additional data loss. Take affected machines offline but do not turn them

Into the computer until your forensics team arrives.

breach: Who dlscovered i




o Interview those involved in discovering the breach and anyone else
who may know about it. Document your investigation.
0 Review protocols regarding disseminating information about the
breach for everyone involved in this early stage.
0 Assess priorities and risks based on what you know about the breach.
sics firm to begin an in-depth investigation.
ith legal counsel




THIRD PARTY VENDOR POTENTIAL BREACH PROCESS

Review contract for potential steps as outlined in contract
regarding notification.

Information needed from third party:
e Root Cause Analysis including:




NOTIFICATION PROCESS

Internal need to know

Authorities




TEXAS DEPARTMENT OF INFORMATION RESOURCES

Incident Response Team Redbook
Confidential

July 2014




Incident Response Team Redbook

Glossary and Acronyms

Incident Response Policy

Pr Security Event Initial Triage Checklist

IS, and Escalation Criteria




Incident Response Team Templates

Title and Contact Information for Plan Sponsor/Owner

IRT Charter

IRT Membership by Roles
: . .




Additional Templates

ldentity Theft Protection Criteria
Internal Management Alert Template
iIduals Affected by Incident




External Contacts

State of Texas Contacts
Federal Contacts

‘.




Legal References

Texas Laws and Regulations for Data Privacy and Security
Federal Laws and Regulations for Data Privacy and Security




Privacy/Security Event Initial Triage Checklist

1) Incident Response Team: Assemble Incident Response Team (IRT) in response to an
actual or suspect event/incident.

2) Secure data: Secure data and confidential information and limit immediate consequences
of the event. Suspend access and secure/image assets as appropriate.

3) Data elements: Determine the types, owners, and amounts of confidential information that
were possibly compromised.

4) Data source: lIdentify each location where confidential information may have been
compromised and the business owner of the confidential information.

firm the level and degree of unauthorized use or disclosure
ified individuals or threats.



Privacy/Security Event Initial Triage Checklist

8) Management alert: Advise appropriate internal management.

9) External communications, as required: Advise external contacts, such as legislative
leadership, the Office of the Inspector General, the Office of the Attorney General, law
enforcement, outside counsel, and regulatory authorities.

10) Investigate:
a) Interview: ldentify and interview personnel with relevant knowledge, e.g.,

determine whether and by whom access may have been approved, who discovered
the risk, etc.

ents: Gather and review contracts and provisioning documents.
re RCA which describes why the event occurred,
revent reoccurrence.



Questions?



mailto:frosty.walker@tea.texas.gov

	Cybersecurity Tips and Tools�Incident Response, Being Prepared
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Life Cycle of a Breach
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Third party vendor potential breach process�
	Notification process�
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23

